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1. Introduction

For the purpose of single sign-on ORACLE BANKING TREASURY MANAGEMENT is qualified with
Oracle Identity Management 12.2.1.4.0 (Fusion Middleware 12c) — specifically using the Access Manager
component of Oracle Identity Management. This feature is available in the releases OBTR_14.4.0.0.0 and
onwards of ORACLE BANKING TREASURY MANAGEMENT.

This document is expected to provide an understanding as to how single sign-on can be enabled for a
ORACLE BANKING TREASURY MANAGEMENT deployment using Oracle Fusion Middleware 12c.

In addition to providing a background to the various components of the deployment, this document also,
talks about Configuration in ORACLE BANKING TREASURY MANAGEMENT and Oracle Access

Manager to enable single sign-on wusing Oracle Internet Directory as a LDAP server.

1 ORACLE



2. Background and Prerequisites

2.1 Pre-Requisites

The following are the pre-requisites for Oracle Access Manager (OAM) and LDAP Directory Server.

2.1.1 Software Requirements
1. Oracle Access Manager — OAM (12.2.1.4.0)

e Access Server

e Webtier Utilities 12.2.1.4.0
e Web Gate 12.2.1.4.0

e Http Server

2. LDAP Directory Server

Please make sure that the LDAP which is been used for ORACLE BANKING TREASURY
MANAGEMENT Single Signon deployment is certified to work with OAM.

List of few LDAP Directory servers supported as per OAM document (note - this is an indicative list.

The conclusive list can be obtained from the Oracle Access Manager documentation):

e Oracle Internet Directory

Active Directory

e ADAM

e ADSI

e Data Anywhere (Oracle Virtual Directory)
e IBM Directory Server

e NDS

e Sun Directory Server

3. Web Logic 12.2.1.4.0

For the purpose of achieving single sign on for OBTR in FMW 12c, it is necessary for the weblogic

instance to have an explicit Oracle HTTP server (OHS).
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2.2
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2.2.2

2.2.3

Background of SSO related components

Oracle Access Manager (OAM)

Oracle Access Manager consists of the Access System, and the Identity System. The Access System
secures applications by providing centralized authentication, authorization and auditing to enable single
sign-on and secure access control across enterprise resources. The ldentity System manages information
about individuals, groups and organizations. It enables delegated administration of users, as well as self-

registration interfaces with approval workflows. These systems integrate seamlessly.
The backend repository for the Access Manager is an LDAP-based directory service that can be a
combination of a multiple directory servers, which is leveraged for two main purposes:

e As the store for policy, configuration and workflow related data, which is used and managed by

the Access and Identity Systems

e As the identity store, containing the user, group and organization data that is managed through

the Identity System and is used by the Access System to evaluate access policies.

LDAP Directory Server

To integrate ORACLE BANKING TREASURY MANAGEMENT with OAM to achieve Single Sign-on
feature, ORACLE BANKING TREASURY MANAGEMENT’s password policy management, like password
syntax and password7 expiry parameters can no longer be handled by ORACLE BANKING TREASURY
MANAGEMENT. Instead, the password policy management can be delegated to the Directory Server.
All password policy enforcements would be on the LDAP user id’s password and NOT ORACLE
BANKING TREASURY MANAGEMENT application users’ passwords.

WebGate/AccessGate

A WebGate is a Web server plug-in that is shipped out-of-the-box with Oracle Access Manager. The
WebGate intercepts HTTP requests from users for Web resources and forwards it to the Access Server

for authentication and authorization.

Whether you need a WebGate or an AccessGate depends on your use of the Oracle Access Manager

Authentication provider. For instance, the:
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Identity Asserter for Single Sign-On: Requires a separate WebGate and configuration profile for each

application to define perimeter authentication. Ensure that the Access Management Service is On.

Authenticator or Oracle Web Services Manager: Requires a separate AccessGate and configuration

profile for each application. Ensure that the Access Management Service is On.

Identity Asserter

Identity Asserter uses Oracle Access Manager Authentication services and also validates already-
authenticated Oracle Access Manager Users through the ObSSOCookie and creates a WebLogic-
authenticated session. It also provides single sign-on between WebGates and portals. We can get more

details on Identity asserter HERE

This document containts the configuration of Oracle Interner Directory as LDAP server and its
configuration in weblogic. This document will not discuss the configuring and setting up of OAM and
LDAP directory server of other LDAP servers. This will be provided by the corresponding Software

provider.

23 ORACLE


http://download.oracle.com/docs/cd/E12839_01/core.1111/e10043/osso.htm#CHDGCACF

3.1

3.2

3. Configuration

Pre-Requisites

The steps provided below assume that ORACLE BANKING TREASURY MANAGEMENT has already
been deployed and is working (without single sign-on)

The provided below steps assume that Oracle Access Manager and the LDAP server have been installed
already and the requisite setup already done with respect to connecting the two along Weblogic’s Identity
Asserter.

Change the web.xml file
1. Locate the web.xml file in the application (OBTR) EAR file

2. Add the following lines under login-config.

<login-config>

<auth-method>CLIENT-CERT</auth-method>

<realm-name>myRealm</realm-name>

</login-config>

D:\0OracleMiddlewareluser_projectsidomains\FCDomain\servers\FCServer\tmp\_WL _user\FCUBS105\f9 bfxy\war\WEB-INFiweb.xml]

Wiew Search Document Project Tools  Window Help

4 ke VL X YREAE AW =g EEREO N
‘v
] [-Fe=t====1 f 2 " f ] 6 ====7 f 8 P f 0---
1 <local=com.iflex.fcc.ejb. FCJEJELocal« /locals
hd <ejb-1link>FCJEJB< /ejb-link>
~ </ejb-local-ref>

<ejb-local-ref>
<ejb-ref-name>FCUBS_BATCHEJE_LOCALZ fejb-ref-names
<ejb-ref-typeriession/ejb-ref-type>
<local-home>con.iflex. foo.ejb.batch.BatchEJELocalHone< /local -home
<localrcom.iflex.feooc.ejb.batch.BatchEJELocal/local>
<ejb-link>BatchEJE</ejb-link>

</ejb-local-ref>

wa loefit Lot =k B

wa <auth—method}CLIENT—CERTm’auth—methocD]

wa <realm-name>nyRealn< /realn-nanes
me.java

</login-conficg-
< /web-app

‘a

3. Save the file and redeploy and restart the application.
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3.3

Configuring SSO in OAM Console

After installing OAM, Webtier Utilities and Webgate, extend the weblogic domain to create OAM server.

Follow the post installation scripts deployWebGate and EditHttpConf as provided in
(http://docs.oracle.com/cd/E17904 0O1/install.1111/e12002/webgate004.htm

1. Identity Store Creation

To create new User Identity Store, Login to OAM Console and navigate to System

Configuration>>Common configuration>>Data Sources>> User Identity Store.

2. Input below information in the User Identity Store.

Choose Store Type as Oracle Internet Directory.

Location:

LDAP server Host name and Port Number in <HOSTNAME>:PORT format
Bind DN:

User name to connect the LDAP Server

Password:

Password to connect the LDAP Server

User Name Attribute:

The attribute created in LDAP, which will be the User Name for the other application (here it will be

treated as the OBTR Username)

User Search Base:

The container of the User Name in the LDAP server.
Group Search Base:

The container of the Group Name in the LDAP server.

3-2 ORACLE
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¢ lelo

Error 404--Not Found

ECEREN (12 Oracle Access Mansger - Administrt... x

4= |[8) iflchw-ap-21:7001/0amconsole/faces/pages/PolicyManager jspsx?_adf.ctrl-state=kfr23iytk 48 afrloop=10370372111194 | 3 cam agent 11g base url Al B | = -
ORACLE" Access Manager Accessibiity  Help  Signout ©
Signed in as weblogic
Policy Configuration System Configuration
~| Common Configuration O welcome FCUBSWebgate OAM Agents oam_serverl LDAP User Identity Stores =&
Actions = View - 2R W Create: User Identity Store Test Connection Apply | @
V7 [JData Sources * Store Name | FCUBSIdentityStore Description
7 & User Identity St
& User 1dentity Stores # Store Type | OID: Orade Internet Directory [=]
I> B UserldentityStore 1
[> 3 b Plugins
| Access Manager Settings [CJEnsble ss.
Actions + View = 2R W ~|Location and Credentials
(g <;§’ Access Manager Settings *Location | ifichw-ap-21:3061 *Bind DN | cn=ordadmin
v
¥z s awrd [awsenanees
L= §E.0AM Agents
[ 1840550 Agents
7 B Authentication Modules FszseiEnrs
7 [ LDAP Authentication module * User Name Attribute | uid
AR *User Search Base | cn=Users,dc=orade, de=com
& B LDAPNoPasswordAuthMadule S
1> i Kerberos Authentication module serriter thiset basses
1> [ X509 Authentication module Group Name Atiribute
r)
& B Custom Authentication module * Group Search Base | cn=Groups,dc=orade, dc=com
Group Filter Classes
[ClEnable Group Cache
Group Cache Size (Mb) | 10000 |=]
Group Cache TTL (Seconds) =
| Connection Details
Mirimum Pool Size | 10 3] Results time limit (seconds) o2l
Maximum Pool Size | 50 (4] RetryCount| 3[4
Visit Timeout (seconds) | 120 (4] Referral Policy | folow
Inactivity Tmeout (seconds) 2]
_»| Security Token Service j

http:/fiflchw-ap-21:7001/eamconsole/faces/pages/Policy...x?_adf.ctrl-state=kfr23iytk 48 _afrloop=10370372111194#

3. After input of the above information click on ‘Apply’ button. On successful creation, click test
connection button to verify whether the LDAP connection is working fine.
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(- E iflchw-ap-21:7001/0amconsole/faces/pages/PolicyManager jspx?_adf.ctrl-state=kfr23iytk_4&_afrLoop=10370372111194 f\r v e “' ‘oam agent 11g base url r E] EB

4. Creating Authentication Module

Navigate to System Configuration >> Access Manager Settings >> Authentication Modules >> LDAP
Authentication Module.

Click ‘New’ Button to create new Authentication Module. Input the Name of the authentication module and
choose the User Identity Store we created in step 1.

3-4 ORACLE



[ o

2[4
IR

ror 404--Not Found

| 8- cam agent 11g base url

ISR () 01acle Access Manager - Administat... x

€ [B ifichw-ap-21:7001/0amconsole/faces/pages/PolicyManagerjspx?_adf ctrl-state=kfr23iytk 48 afrLoop=
Accessbiity Help signout O

Signed in as weblogic

ORACLE" Access Manager

Policy Configuration System Configuration
£  rcusswebgate OAM Agents oam_serverl LDAP FCUBSIdentityStore FCUBS_Authentication_Module

~| Common Configuration
X @ FCUBS_Authentication_Module

Actions + View ~
v EJData Sources

# &User Tdentity Stores|

&> @ Userldentitystore 1

&> SR FCUBSIdentityStore

| Access Manager Settings *MName | FCUBS_Authentication_Module
* User Identity Store | FCUBSIdentityStore [

® @

[E confirmation
LDAP Authentication Module FCUBS_Authentication_Module created succassfuly.

Actions v View ~
& Access Manager Settings

v $#5550 Agents

b 550aM Agents

1 580850 Agents

thentication Modules

LDAP
LDAPNoPasswordAuthModule
FCUBS_Authentication_Moduie
Kerberos Authentication module
X509 Authentication module
Custom Authentication module

| security Token Service j
1

k k_4& afrloop=10370372111194#

http://iflchw-ap-21:7001 faces/pag:

5. Creating OAM 12c Webgate

Navigate to System Configuration>>Access Manager Settings>>SSo Agents>>0AM Agents.

Click on ‘Create 12c webgate’ button

or Click on New OAM 12c Webgate link available in welcome page.
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v oo .

TR |13 0rocle Access Manager - Administration. - -
~(- [E] | ifichw-ap-21:7001/0amconsole/faces/pages/PolicyManager jspx?_adf.ctrl-state=kft23iytk 48 afrl oop=10370372111194 configuring ss01111.5 ﬁ\ii:
ORACLE Access Manager Accessibilty Help  Signout O
Signed in as weblogic
Policy Configuration System Configuration
&=

E welcome Create OAM 11G Webgate

~| Commen Configuration
Welcome to Oracle Access Manager 11g

Actions = View + TR W
1> B= Avallable Services
Manage the Access Manager polices already configured in the system.

I &2 Common Settings °
- Bl server netm » Manage the agent profiles and server profiles of the configured Access Manager servers.
Erver Instances « Register new applcations that need sngle sign-on integration with Oracle Access Manager,
.
.

Use this console to

= [E8]session Management Manage and create trust between partmers for Orade Security Token Service.
1 B certificate validation Manage common settings and configuration for Oracle Access Manager and Oracle Security Token Service.

1> [JData Sources
Click any of the links below to start using the console. Alternatively, you can use the navigation tree on the left as well.

&> ZpPlugins
@ Trust Partners

& 550 Agents
Manage the trust between partmers.

Manage Partner applications.
New OAM 10g Webgate
Mew OAM 11g Webgate
New 0SSO Agent

New Requester Partner
New Relying Party Partner

45 configuration

& policies
Manage the common settings and configurations.

Manage policy components and application domains.
Available Services

Comman Settings

Access Manager Settings
Security Token Service Settings

New Application Domain

>/ Access Manager Settings
| Security Token Service j

?_adf.ctrl-state=kfr23iytk_48_afrl 0op=10370372111194#

http://iflchw-ap-21:7001/oamconsole/faces/pages/Palicy.

% Findi host name & Next 4 Previous & Highlightall (| Match case

Enter any name for Webgate and Base URL (The host and port of the computer on which the Web server

for the Webgate is installed) and click on apply.
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[ Fircox EOradeA:cessManager'Admm\slration‘..w ——

€ [8 ifichw-ap-21:7001 /0amconsole/faces/pages/PelicyManagerjsp:?_adf.cirl-state=kfr23iytk 48 afrloop=1

e i1 IR0

- configuring sso 11115

ORACLE’ Access Manager

Policy Configuration System Configuration

Create OAM 116 Webgate

Create OAM 11g Webgate

~| Common Configuration
Actions v View v R @
1> 8= Available Services
1> 49 Common Settings
> dsarver Instances
1> [ Session Management
> @Cerﬁﬁcab& Validation
1> [IData Sources
[> 3 hPlugins

Version 11g
*Name  FCUBSWebgate
Base URL | http: ffifichw-ap-21:7001

Access Client Password
* Security @

Host Identifier

Resource Lists

Accessbiity Help Signout O

Signed in as weblogic

User Defined Parameters

virtual host [
Auto Create Policies
TP Validation [C]

2| Access Manager Settings
| Security Token Service j

Protected Resource List 4 B Public Resource List + X
Relative URI [l {]rekatve rr |
[ §
i i

% Find:  hostname ¥ Next 4 Previous & Highlightall [7] Match case

Once the OAM 12c Webgate created, add filterOAMAuthnCookie=false parameter along with default

parameters in User Defined Parameters.

Click ‘Apply’ button to save the changes.
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W [5] Oracle Access Manager - Administrat.. x |@OTN Discussion Forums : Responses i, |Elntmdu:tionlolhe OAM Palicy Mod... IZR /Farm_base_domain/wlinstancel /ohs., | + =+

4 B fichw-ap-21:7001 foamconsole/faces/pages/PalicyManager jspi?_afiWindowMade=08&_afrLoop

Ao X

088_adf.ctrl-state=1cm2g2efio

Pl B||# -

|| - fiterOAMAuthnCookie parameter

ORACLE’ Access Manager

Policy Configuration

~| Common Configuration
Actions ~  View = %W
1> 8= Availzble Services
> &’Cummon Settings
1> |l server Instances
1 [ Session Management
~| Access Manager Settings
BR @

Actions v View =

g & Access Manager Settings

System Configuration

O Welcome 0AM Agents FCUBSWebgate

FCUBSWebgate

[ Confirmation

OAM 11g Webgate FCUBSWebgate modified successfully. Application Domain is FCUBSWebgate

Name FCUBSWebgate
Access Client Password

* Security @ Open

Accessbiity Help  Signout O

Signed in as weblogic
P

£l
Apply | *

Logout Callback URL | foam_logout_success
Logout Redirect URL | https:/f10, 180. 196, 158: 14101/oan

Logout Target URL

v §5550 Agents ) Simple
i 0am Agents Ocet Weer Defined Parameters | proyrsalsisaderyar 1S 58
& 0550 Agents S CEETS URLInUTF8Fomat=true
- - dient_request_retry_attempts=1
I [ Authentication Modules () Disable o -0
* Max Cache Elements | 100000 /3] flterQAMAubCaskis =faise
* Cache Timeout (Seconds) 1800 /4]
. ) X = * Sleep for 504
* Token Validity Period (Seconds) 3600 j
A — . :I Cache Pragma Header | no-cache
- Cache Control Header | na-cache L
* Max Session Time 2600 4] E
. = Debug |
Failover Threshold 1 j 1P Validation
* AAA Timeout Threshold 1] Deny On Not Protected

* Preferred Host | FCUBSWebgate Allow Management Operations [T

Logout URL

Server Lists

Primary Server List Secondary Server List

HostName |Host Port |Max Numbet |

ServerName  |HostName [HostPort |Max Numbet!

! oam_sever[w| ifidmap21 5575 ]

| Server Mame

*| Security Token Service ﬂ

x Find: & Next 4 Previous & Highlight all [ | Match case (@) Phrase not found
6. Post OAM Webgate 12¢ Creation Steps

Perform the following steps to copy the artifacts to the Webgate installation directory:

the updated OAM Agent

e On the Oracle Access Manager Console host, locate

ObAccessClient.xml configuration file (and any certificate artifacts). For example:

$DOMAIN_HOME/output/$Agent_Name/ObAccessClient.xml
e Onthe OAM Agent host, copy artifacts (to the following Webgate directory path). For example:

12cWebgate_instance_dir/webgate/config/ObAccessClient.xml
(for WebTier_Middleware_Home/Oracle_WT1/instances/instancel/config/

OHS/ohs1/webgate/config/ObAccessClient.xml)

instance

3-8
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7. Creating Authentication Scheme

To create Authentication Scheme navigate to Policy Configuration >> Authentication Schemes

Click on ‘Create’ button to create new Authentication Scheme.

Name

Challenge Method

: Any name to identify Authentication Scheme

: BASIC

Challenge Redirect URL . loam/server

Authentication Module

: Choose the authentication module created in step 2.

v e ) .

& [B  ifichw-ap-21:7001 foamconsole/faces/pages/PolicyManager.jspx?_adf ctr-state=kir23iytk 48 afrloop=10370372

|| 8- authenticationschemaoem1lg | # |E-| # -

ORACLE’ Access Manager

Policy Configuration System Configuration
Al |«
@ search |

Accsssbiity Hep  Sognout O

Signed in 5 weblogic

[ © welcome FCUBS_Auth_Scheme i)

SetAs Default || Apply

—.
view~ ) L5 R
7 B shared Components
7 §8 Resource Type
fodtin)
4 Tokenservicerr
5% wl_authen
7 [ Host identifiers
[E 1amsuiteagent

AnonymousScheme
BasicScheme
BasicSessionlessScheme
FAAuthScheme
FCUBS_Auth_Scheme
KerberosScheme
1+ [ LDAPNoPasswordValidationscheme
1> B Loapscheme
1+ [ oaAMAdvanced
1= [ oaamsasic
1+ [ oamingscheme
1 [f8 oAMAdminConsoleScheme
1+ [ orFscheme
1= [ omscheme
1 [ Tapscheme
1+ @@ xs095cheme
7 @ Application Domains
1+ @ Fusion Apps Integration
1 @M suite

VvV VY

v

La

| confirmation ®

Authentication Scheme, FCUBS_Auth_Scheme, created successfully

*Name | FCUBS_Auth_Scheme
Description
* Authentication Level 1]
Defauit
* Challenge Method |BASIC  [=]
* Challenge Redirect URL | Joam/server
* Authentication Module | FCUBS_Authentication_Module [ ]

Challenge Parameters
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If it is a basic authentication scheme, we need to add the 'enforce-valid-basic-auth-credentials' tag to the
config.xml file located under /user_projects/domains/<MyDomain>/config/. The tag must be inserted

within the <security-configuration> tag as follows: [Just before the end of security configuration tag]

<enforce-valid-basic-auth-credentials>false</enforce-valid-basic-auth-credentials>

</security-configuration>

8. Creating Authentication Scheme

To create authentication policy, navigate to Policy Configuration >> Application Domains >> [Webgate

agent name] >> Authentication Policies.

Click new button and input the below information

Name: Enter any name to identify the Authentication Policy (eg. OBTRWebPolicy)
Authentication Scheme: Choose the authentication scheme created in step 5.
Resources:

Add the resources which are all need to be protected. If <WebgateName>:/.../ and <WebgateName>:/

are added in the resources then all the sources are protected.
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[ Firefox ] 15 Oracle Access Manages - Admiristation.. | + |

o el S

€ [8 ifichw-ap-21:7001 foamconsole/faces/pages/PolicyManagerjspid_afrLoop=3227950810488558: sfiWindowMode=08._adf.ctrl-state=sail180q1_ c|

- Google

GEYIE:

ORACLE’ Access Manager

Policy Configuration System Configuration

Al [« Create Authentication Policy
@ search Authentication Policy
18 Browse m * Name | FCUBSWebPolicy Success URL

view ~ ) =§ 3 Description Fallre LRL
7 [ shared Components dentity Ascerton [
7 4% Resource Type
e
E TokenServiceRP * Authentication Scheme | FCUBS_Auth_Scheme [=]
El_authen
7 (3 Host 1dentifers
[ Feusswebgate
[l 1amsuiteAgent 1% Resources

Resources Responses

Accessbiity Help Signout ©

Signed in as weblogic

7 [§8 Authentication Schemes {Main

AnonymousScheme: | FeuBsWebgate: ... /=

[ Basicscheme !

[ BasicSessionlzssscheme

[ Fanuthscheme |

[ FcuBs_Auth_Scheme

B KerberosScheme i

[ LoAPHoP asswordValidationScheme

[ Loapscheme !

[E8 oaamadvanced ¢

58 onamBasic i

[ oam10gscheme

B oamadminConsolescheme it

[ orFscheme t

[ omscheme

B rapscheme i

[ xs095cheme

7 G Application Domains (i
7 @@ FcuBsWebgate i
- 48% Resources i

7 [ Authentication Policies

1> [ Protected Resource Policy

- (B authorization Policies t

= [ Token Issuance Polices

1 8 Fusion Apps Integration i
> G 1AM Suite i

| FcuBswebgate:/

FE]

Add DN in the Responses section. Enter the value as $user.attr.dn. The responses maintained in the tab

will be added in the response header during the authentication.

3-11
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| ™ Firefox 1| [=] Oracle Access Manager - Administration | + ‘ - o) e

€ | [B] | padsrini-pc:5001/oamconsole/faces/pages/PalicyManager.jspid_afrLoop=17602106531051 & afrWindowMode=08_adf.ctrl-state=15kl cof e ||~ Google Plale B & -

ORACLE' Access Manager accesstilty Hep Signout ©

Signed in as weblagic

Palicy Configuration W IS e
Al = [ FruBSWebgate:Protected Resource Policy
M Authentication Policy
3 Browse m * Hame | Protected Resource Policy Sutcess URL

view » 1) =R Description | palicy set during domain creation, Add resources ko this policy to Fallure URL
B shered cCompanents - protect them entiy acsenton F]
7 % Resourcs Type
$BrHTTP
¥ TokerserviceRP * Authentication Scheme | FCUBS_Auth_Stheme [«]
485 wl_authen
7 [ Host Identifers T Responses
[ Feueswebgate
[ ramsutengent
2 Authentication Schemes

{8 Responses

{Miame Type |Value
N Header [+] Juser.attr.dn

nenymousscheme

m

AMAdminConsolescheme:
[Fscheme
IM5cheme
pScheme
5035cheme
v @ Application Domains
7 @ FcuBswebgate
1 48¥Resources
7 [ Authentication Paicis
 Protected Resource Palicy
1> B Authorization Policies
- [ Token Issuance Policies i
1> @ Fusion Apps Integration I m
1 @ oM suke —

9. Adding Resources

Navigate to Policy Configuration >>Application Domains >>OBTRWebgate >>Resources .
e Click on Create New Resource button .
e Select the type as HTTP.
e Select the Host Identifier as OBTRWebgate
e Enter the resource URL as /FCINeoWeb
e Select the protection level as Protected

e Click on apply button to update the resource added.
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/@ Oracle Access Manager - Administration Console - Windows Interet Explorer

Select the Authentication policv and Authorisation Dpolicy as Protect Resource Policy.

@U' \g, http://10.180.219.5:10001/0amconsole/faces/pages/PalicyManager,jspx?_afrloop=2596773344849328,_afrWindowMode=08,_adf ctrl-state=o7

jjdyias T: v "l mod_wl_ohs.so R -

‘7‘)(

Fle Edit View Favoiites Tools Help

i Favorites |99~ [ mod_ud_ohs:o location -, [=] Installing and Configuring .. @ Oracle Access Manager... X - v [ @ v Pagev Safetyr Tookv @ ?
ORACLE" Access Manager

Accessbity Hep signout O

Signed in s weblogic

Policy Configuration System Configuration

Al - £ FCUBSWebgate:FCUBSWebgate:/FCeoWeb ®E
@ searen @ Resources Apply
Torowse (NN

Ven v @) LA Type |HTTP
V[ Shared Components A
7 484 Resource Type F
TP
{8 TokenServiceRP
Bhul_authen - e
7 El Host Identifiers esource URL leoliel
[ FouBswebgate Query String
[F] tamsuiteAgent
Authentication Schemes
AnonymousScheme Authentication Policy Protected Resource Policy =

Description

Host Identifier FCUBSWebgate

*ProtectionLevel Protected v

Authorization Policy Protected Resource Policy +
BasicSessionlessScheme

FAAuthScheme
FCUBS_Auth_scheme
KerberosScheme
LDAPNoPasswordValidationScheme
LDAPScheme

m

OAMAdminConsoleScheme
OlFScheme

¥ @ Applcation Domains
7 (@FCUBSWebgate
{% Resources

b= [ Authorization Polides
> [ Token Issuance Poiices
= @ Fusion Apps Integration
1> G TAM Suite -

La

Done e'l.Localmtvanet\ontected Mode: Off g v R00% v

10. Adding Authorization Policy

Check whether the resources available in the authentication policies are available in Authorization Policy.
During web gate creation these values are defaulted.

313 ORACLE



W [Emnsming Up LDAP Synchronization |EORACLEld:nmy Manager Delegated ... |Emu Discussion Forums : LDAP Sync ... |EOrac\eAccessManagev'Adrmmstrat..‘ x|+ ~

€ [B padstini-pc7002/0ameconsole/faces/pages/PolicyManager jspx?_afrLoop=2885673062403268,_afrWindowMode=08_adf.ctrl-state=Sdqar |2 1158/em P\ #® G B = -
ORACLE' Access Manager Accesshilty Help signour ©
Signed in as neblogic

Policy Configuration System Configuration

A =] O Welcome P FCUBSWebgate:FCUBS_Auth_Policy FCUBSWebgate:Protected Resource Policy
B seren Authorization Policy
ELET search N * Name | Protected Resource Policy Failure URL

view - () =R Description | pojcy set during dormain restn, Add resaurces to ths policy to Use Implied Consizaints
7 B shared Components - protect them. Identity Assertion []
7 $8% Resource Type
e
48 TokenServiceRP Success URL
488 wil_authen
¥ H Host et Resources
[ FeuBswebgate
[ ramsuiteAgent & Resources
7 [ Authentication Schemes Resource URL
B anonymousscheme | FeUBSWebgate: FCMNealiieh
8 Basicscheme
B BasicSessionlessscheme
[ Faauthscheme
[ Foups_auth_Scheme
[ kerberosscheme
[ LDaPNoPasswordvalidationscheme
[ Lpapscheme
[ oaamAdvanced
[ oaampasic
[ oam10g5cheme
[ oAmAdminConsoleScheme
[ orFscheme
[ omischeme
[EEl TaPscheme
[ x5095cheme
7 @ Application Domains
7 @FcUBsWebgate i
1> {8} Resources i
7 (@ Authentication Polidies !
[ Feues_auth_Policy i
1 [ Protected Resource Policy !
7 B Authorization Policies i
- |
1> (@ Token Issuance Polices L4 i
&> @ Fusion Aps Integration
1> @AM suite < ﬂ

|| Fausswebgate:
|| FcuBswebgate: ... /=

FEE

m

Add DN in the Responses section. Enter the value as $user.attr.dn. The responses maintained in the tab

will be added in the response header during the authorization.
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W [E] Oracle Access Manager-Adminimat\on.ul + | k2 =& =]

6531051 8,_afrWindowMode=08t_adf,ctrl-state=15kl cof |4 Google Pl & B = -

(- E padsrini-pc:5001/0amconsole/faces/pages/PolicyManager jspx?_sfrLoop=

ORACLE’ Access Manager acressbiity Help Fgnou ©

Signed in as weblogic
=

Policy Configuration System Configuration

al El FCUBSWebgate:Protected Resource Policy E] @

B search Authorization Policy Foly
2 Browse m #Mame | Protected Resource Policy Fallre LRL

Femo G
View ] =k Description policy set during domain creation, Add resources ko this policy to Use Implied Constraints
7 B8 chared Components protect them. Tdertity Assertion [
v {'%}Resuur:a Type

TP

¥ TakerServiceRP Success AL

("} wl_authen -
v E Hast Identfiers Resources Constraints Responses

B Fausswengate
i R
Bl et GResponses R

hentication Schemes i
AnanymausScheme i DN Header E Juser attr.dn

asicicheme

»

asicSessionlessacheme
-AfuthScheme:
{CIUBS_Auth_Scheme
erberosScheme
DAPNoPasswordyalidationScheme
DAPScheme
OddMadvanced
OfAMBasic
OAMi0gScheme
OamMadminConsoleSeheme
OQIFScheme
Qlischeme
APScheme
“E0schene
v @App\icatian Daomains
7 @FCUBSWehgate
= {‘;,} Resources
7 (b uthentication Folicies
*d Prutected Resource Policy
7 Authar\zat\on Palicies
Protected Resource Policy !
& (@ Token Issuance Polces = I - o]
-3 @Fuslan #pps Integration o
o @@ ite ﬂ

n

e o~ T T —— | p—— ) T

11. Configuring mod_wl_ohs for Oracle Weblogic server Clusters

To enable the Oracle HTTP Server instances to route to applications deployed on the Oracle Weblogic
Server Clusters, add the directive shown below to the mod_wl_ohs.sh file available in <Weblogic Home>

/Oracle_WT1/instances/instancel/config/OHS/ohs1.
<Location /console>
SetHandler weblogic-handler

WebLogicHost idmhost1l.mycompany.com
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WeblogicPort 7001

</Location>

12. Checking the Webgate 12¢ Agent Creation

After configuration of webgate 12c agent launch the URL
http://<hosthame>:<ohs Port>/ohs/modules/webgate.cgi?progid=1 to verify whether the

webgate configuration is fine. If the URL launches a screen as below then the webgate configuration is

working fine.
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" | Diagnaostic View of Qracle Access Manag.. |

s e T el

(F rﬁ adsrini-pc: 7780/ ohs/modules/webga a4 c M - Google
P P ) & 00g

Pl G B # -

onday,

Resuu:rce to au:twe 100000
Authentication|
Scheme

13979:416:139:1

| 33688

Authenticationjactive] 23 1
Scheme

45629:140:138:1

710

Resource to |actrve/100000] 359
Authorization
Policy

183:59:0:1

25488

Auvthonzation [active| 1000 3
Result

15

178:5:4:1

6507

13. Using OAM Test Tool (This step is not mandatory)

There is a test tool provided in OAM software which helps us to check the response parameter values.

The test tool is available in <OAM Install Dir>\ oam\server\tester.

For eg. D:\weblogic\Middleware\Oracle_IDM1\oam\server\tester
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Use java -jar oamtest.jar to launch the OAM test tool.

8 ™
E Oracle Access Manager Test Tool e e
File Edit Test Help
BAI¢
Server Connection
IP Address Port Mazx Conn “Agent ID I
*Primary: |padsrini-pc BETH 1 FCUBSWebgate
Agent Password
Secondary: 0 1
Min Conn Timeout {ms) Mode
1 30000 o L4 Gonnect
3 open
Protected Resource URI m é
Scheme - “Host Port
http = | |FCUBSWebgate 0 Get Auth Scheme
Resource Cperation . @ :
IFCINeoWeh Get v liaiidate
User |dentity
IP Address *Username Password 0
SARAN 000000000

User Cerificate Store

Status Messages

[8/27M2 11:17 AM][request][authenticate] yes

[8/27M2 11:17 AM][response] Redirect URL : https:/padsrini-po: 1410 1/0amiserver
[8/27M2 11:17 AM][response] Credentials expected : 0x1 [basic)

[8/27M2 11:17 AM][response] User OM : cn=5ARAN, cn=users, do=oracle,dc=com

[8/27M2 11:17 AM][response] Session|D : 965258es-751d-458c-ac80-00f0 Tcfod=08
[8/27M2 11:17 AM][response][action] DN : cn=5ARAN cn=users,dc=oracle do=com
[8/27112 11:17 AM][response][action] CAM_IMPERSCONATOR_USER :

[B/27M2 1117 AM][response][action] O : cn=5ARAN cn=users,de=oracle do=com I

[8/27M2 11:17 AM][request)[authorize] yes
[8/27M2 11:17 AM][response][action |

Elapsed [ms): 47

Capture Queue: Empty

TOR_UsER
[8/27/12 11:17 AM]response][action] OAM_REMOTE_USER : SARAN
[8/27/12 11:17 AM][response][action] CAM_IDENTITY_DOMAIN : FCUBS|dentityStore

o Authenticate

m

1|
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3.4 First launch of ORACLE BANKING TREASURY
MANAGEMENT after Installation

After installing ORACLE BANKING TREASURY MANAGEMENT and while launching it for first time, the

normal OBTR login screen with userid and password will appear, this is because when installing the ‘sso

installed’ parameter will be set to ‘N’.

3.4.1 SSO Parameters

After enabling SSO, the parameters required for SSO should be maintained. Go to “Security Maintenance
-> Sys. Administration -> SSO Maintenance”. Provide all the details like Directory Server host name, Port

number, LDAP admin Userid , admin Password, LDAP base and Login time out duration (in Sec).

Single Sign On Maintenance -

Save

LDAP Host * LDAP

LDAP Port * LDAPPORT
LDAP Admin Id * User_A o
LDAP Password * sssevees

LDAP Base * cn=Users,dc=oracle,dc=comr (O

Login Time out Period * 9
Maker Date Time: Mod No 2 Record Status Open
Checker Date Time: Authorization m

Status

3.4.2 Maintaining LDAP DN for OBTR Users

For each user id in OBTR a user has to be created in the LDAP.
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When creating the user in LDAP ensure that the DN used is same as the LDAP DN value that will be
updated in user maintenance form. Once the user is created in LDAP go to the user creation form in
OBTR. If the OBTR user already exists then unlock the user and update the LDAP DN value which was
set when creating the user in LDAP. Click on Validate button to check whether any other user is having
the same LDAP DN value.

Save
User Details User Password
User Identification * OBTFUSER Password ~ seseeeeeeeee
Name * OBTF User Password Changed On
|LDAP DN OBTFUSER 5| Email
Validate Status Changed On
MFA ID Reference Number
MFA Enabled  Disabled v User Status *@ Enabled
o (O Hold
Home Entity * ENTITY_ID1 jo) O Disabled
(O Locked
Date
Start Date * 2020-03-16
End Date
Invalid Logins Screen Saver Details
IR S A A e bl i
Restricted Password
Maker Date Time: Mod No Record Status
Chorkor Nata Timo- Anthnrizatinn m

3.4.3 Launching ORACLE BANKING TREASURY MANAGEMENT

After setting up ORACLE BANKING TREASURY MANAGEMENT to work on Single Sign on mode,
navigate to the interim servlet URL from your browser.

For e.g.: http://<hostname>:[port]/[FCINeoWeb

Since the resource is protected, the WebGate challenges the user for credentials as shown below.
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R

A

9
E

|

\
A
[+
5
8 e

==

Authentication Required |

0 A username and password are being requested by hitpsi//padsrini-pc:14101. The site says: "OAM
4 11g"

User Name:  SARAN

Waiting for padsrini-pc.

Once the user is authenticated and authorized to access the resource, the servlet gets redirected to

normal ORACLE BANKING TREASURY MANAGEMENT application server URL and now the new
signon form will appear as below. The application will automatically redirect ORACLE BANKING

TREASURY MANAGEMENT home page.
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A Not secure | whf00fqn:7058/FCJNeoWeb/LoginServlet

ORACI_E FontSize: A A A Theme: . Cadet Green . Glaucous Dark

Oracle FLEXCUBE
Trade Finance

User ID

@ Password

Copyright © 2017,2018, Oracle and/or its affiliates. All rights reserved

@ Oracle Financial Services - Google Chrome = O X

. Sepia

3.4.4 Signoffin a SSO Situation

ORACLE BANKING TREASURY MANAGEMENT does not provide for single signoff currently, i.e., when
a user signs off in ORACLE BANKING TREASURY MANAGEMENT, the session established with Oracle

Access Manager by the user will not be modified in any manner.

In a SSO situation the ‘Exit’ and ‘Logoff’ actions in ORACLE BANKING TREASURY MANAGEMENT will
function as ‘Exit’, i.e., on clicking these, the user will ‘exit ORACLE BANKING TREASURY
MANAGEMENT and will need to re-launch ORACLE BANKING TREASURY MANAGEMENT using the
ORACLE BANKING TREASURY MANAGEMENT launch URL.
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